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Abstract—Internet of Things (IoT) technology has delivered
new enablers for improving human abilities. These enablers
promise an enhanced quality of life and professional efficiency;
however, the synthesis of IoT and human augmentation tech-
nologies has also extended IoT-related challenges far beyond the
current scope. These potential challenges associated with IoT-
empowered Augmented Human (AH) have so far not been well-
investigated. Thus, this article attempts to introduce readers to
AH concept as well as summarize notable research challenges
raised by such systems, in order to facilitate readers further
interest in this topic. The article considers emerging IoT appli-
cations for human augmentation, devices and design principles,
connectivity demands, and security aspects.
I. INTRODUCTION
Present efforts in human augmentation (sometimes referred
to as Human 2.0) focus on the creation of cognitive and
physical improvements as an integral part of the human body
1. These improvements are enabled by specially designed de-
vices, such as leg or hand prosthesis, implants, artificial vision
connected to the neural system of an organism, augmented
reality glasses, hearing aids, and insulin pumps. Artificially
recreated or extended abilities may improve quality of life
and even give some competitive advantages for users.
Currently, the progress in human augmentation is driven
by the interconnected Internet of Things (IoT) devices. The
performance of these devices relies heavily on communication
technologies. Commonly, such devices are located in close
proximity to the human body. More specific applications may
utilize bio-integrated devices, for example, neurally-controlled
artificial limbs. All the devices used by an individual form
an integrated ecosystem and should work coherently, which
enabled by appropriate communication technologies. Depend-
ing on the type of the device the utilized communication
technology may vary from traditional wireless protocols such
as Bluetooth or Wi-Fi to highly specific technologies, such
as electromagnetic or molecular nanonetworks. Therefore, a
network of assisting devices can be considered as a highly
heterogeneous Body Area Network (BAN). In addition to
local communication, applications of Augmented Human (AH)
require an internet connection (e.g., to be aware of context,
offload of difficult computational tasks, upgrade software).
As a whole, the concept of the Augmented Human creates a
new segment of communication challenges, since the reliable
1https://www.gartner.com/it-glossary/human-augmentation/
performance of communication technologies in such systems
is the essential enabler for the users’ well-being.
Presently, the research on AH is spread across many dif-
ferent communities. From the perspective of communication
technologies, devices for human augmentation have a lot in
common with wearable electronics. However, being a branch
of the IoT concept, AH devices perhaps provide the most
critical class of services, because humans do not exist inde-
pendently but rather as a part of human-centric AH systems in
which one is trained [1]. A failure in an AH application would
cause chaos in this system and make the human vulnerable.
Inherently, a communication failure will reduce a users phys-
ical or cognitive abilities. Thus, the AH applications require
comprehensive analysis from the technological perspective to
define their place in emerging network services.
This paper provides an overview of the IoT technologies for
AH and defines relevant research challenges in this innovative
area.
The article is organized in the following way: Section II
provides an overview of AH applications. Section III considers
the aspects and trends in device design. In Section IV we
consider connectivity demands of the AH applications. Section
V we discuss the security concerns for AH applications, and
conclude the article in Section VI.
II. APPLICATIONS OF AH TECHNOLOGIES
Attempts to recover or improve human abilities began
in ancient times. The majority of these attempts aimed at
replacing a lost body part with an artificial one, for example,
a leg or hand prosthesis. Some enthusiastic inventors aimed
to go beyond the natural capabilities of the human organism
by developing “upgrades”, such as wings for flying. These
two vectors of augmentation development are still relevant
and form an augmentation continuum as shown in the Fig.1.
Initially, the majority of efforts towards human augmentation
were focused on the improvement of physical abilities, while
in the 20th century, due to progress in microelectronics,
augmentation has been extended by advanced sensing and
cognitive improvements. Small-sized electronic devices are
capable of assisting in performing specific tasks, e.g., a hearing
aid assists people with auditor disorders or the use of AR
glasses capable of providing both navigation support and
object recognition.
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Fig. 1. Assistive augmentation continuum according to [2]
A. Objectives of AH applications
In a general case, AH systems assisting in daily routines
[3] using electronic devices, which are connected to a single
BAN via different communication technologies. The network
of interconnected wearables serves as a technological layout
for high-level applications of AH, which enable physical
augmentation, advanced sensing, and mental assistance Fig.
2.
Physical augmentation aims at enhancement of an indi-
viduals ability to move and manipulate objects. Examples
of tools used for physical augmentation include exoskeleton,
artificial arms and legs, or even a jet pack. Failures in physical
augmentation can be hazardous for human safety and health;
therefore physical augmentation tools should be capable of
providing basic functionality even when network service or
other resources are unavailable.
Sensory abilities allow a person to be aware of the environ-
ment and the context surrounding them. Sensory abilities may
include vision, touch, hearing, smell, and taste. Augmentation
may facilitate these senses by amplifying them or, in the case
of having lost a sense, augmentation allows a transformation
of the characteristics of one sensory modality into stimuli
of another sensory modality [4], e.g., visualizing speech or
smells.
Mental (or cognitive) augmentation provides data process-
ing assistance and facilitates decision making. An illustrative
example of a cognitive augmentation is a personal planning
application, where users can save time and resources when
planning daily routines. The application may plan optimal
logistics during the day, select and book lunch at the highest
quality and yet affordably priced restaurant within the defined
location, find parking spaces and car charging plugs, inte-
grate recommended physical activity into the days timeline,
and automatically revise plans in accordance with chang-
ing conditions (automatic negotiations with involved parties
and reconfiguration of schedule). All these functions can be
performed in a background mode, increasing the efficiency
of a working day and saving time for creative activities or
leisure. Currently, cognitive augmentation is the most familiar
branch of human augmentation because of its widespread use
in mobile applications. As one may observe, technologically
such applications rely on machine learning [5] and entirely
hinge on information about the environment, while also being
significantly dependent on an internet connection.
B. Classification of AH applications
Taxonomy of AH applications include three major classes:
(i) supporting independent living (e.g., for the aging population
or people with impairments); (ii) facilitating the professional
performance; (iii) self-efficiency and entertainment.
The applications which support independent living allow
users to satisfy their basic daily needs without the assistance
of other people. In addition, such applications monitor users’
health conditions in real-time and increase their safety (e.g.,
by protecting aging people from occasional fall). As a result,
nursing costs can be considerably reduced while also improv-
ing the quality of life for both aging and disabled people.
The AH applications for improving professional perfor-
mance focus on augmenting the abilities relevant to the pro-
fessional areas of an individual. For instance, an exoskeleton
for a worker allows for moving heavy weights without harm-
ful consequences for the spine. Another illustrative example
comes from emergency response, where AH may enhance the
performance of rescue team members by providing augmented
sensing (e.g., sensing of hazard gases, utilizing thermal vision),
empowered physical abilities (e.g., exoskeleton), and efficient
decision making (e.g., AI-assisted operation).
The entertainment class aims to provide unusual user experi-
ences (e.g., flying with a jet pack) or an immersive experience
of extreme situations (e.g., virtual reality gaming) without
physical risks to the user.
It is worth noting that AH systems may encompass the entire
context where a person exists [6], which include interaction
with proximate entities such as buildings, city infrastructure,
and other individuals. Communicating with each other, these
form an integrated smart environment (Fig.3).
C. Challenges
Ethical and social aspects. Innovative technologies for
human augmentation will undoubtedly bring new challenges
in ethical and social fields. Augmented features may become
trendy especially among a younger generation [7], or the
border between artificial and natural abilities may become
blurred. It is not evident which specific issues will become
a part of the agenda, nevertheless, ethical and social aspects
require primary consideration.
Human-machine interaction. User experience issues are
of the utmost importance when designing IoT systems for
human augmentation. The IoT-empowered AH systems should
provide functional but straightforward user interfaces to avoid
certain user groups (e.g., older people) from feeling un-
comfortable when using such systems (due to the system
complexity).
Fig. 2. Areas of a human augmentation
Fig. 3. Integrated smart environment
III. DEVICES AND DESIGN PRINCIPLES
Technological challenges related to AH devices are primar-
ily shaped by design principles, which rely on users’ demands
and expectations. Regarding the wearable IoT devices (which
AH systems are), the users’ expectations are primary: small
size and weight of devices, enhanced reliability, and long
battery lifetime.
A. Flexible Hybrid Electronics
Flexible Hybrid Electronics (FHE) integrates devices from
thinned flexible materials with electric circuits in formats
that can be thin, light-weight, flexible, bendable, conformal,
potentially stretchable and disposable [8]. FHE offer notable
advantages over the conventional electronic systems that are
made of bulky and rigid materials [9]. Recent advancements
in the advanced materials and soft mechanics have enabled
a successful integration of rigid, miniaturized chips with
flexible/stretchable circuit interconnects. Such FHE in AH
applications enhances signal processing, memory, and wireless
power transfer in wearable systems [10], [11]. For example, in
real-time monitoring of health parameters, FHE enables bio-
friendly devices on biological tissues, such as artificial human
skin, or internal organs with time-dynamic motions [12]. In
general, implementation of FHE in AH enabling improved
wearability and performance for the devices, and as a result,
facilitating their use among individuals.
B. Reduced size of the devices
Due to the progress in nanotechnologies, IoT wearables can
be deployed at the nano level (named as Nanonetworks) [13].
Such nanodevices employ unique properties of graphene,
which allows a significant size decrease for electronic ele-
ments, including antennas, processors, receivers and transmit-
ters [14]–[16], as well as sensors and actuators [17], [18].
The graphene-based nanoantennas enable communication in
the THz frequency band [15]. However, the distance of com-
munication in the THz frequency band is substantially limited
by the high signal power losses during propagation [19], [20].
The distance of communication will not exceed 2 meters,
even in an air environment with minimal humidity; if the
communication is performed in an environment with a high
concentration of liquids, such as a human body, the distance
of transmission will decrease to several millimeters [21] es-
tablishing new challenges related to enabling communication
within such networks. These graphene-based devices (antennas
and transceivers for THz communication) are small enough to
be integrated into biological systems (on the border between
the organism and the environment) and can be easily integrated
into modern communication devices (e.g., smartphones) as
they are based on existing electronic technologies.
C. Improving energy effeciency
A power unit used in wearables typically the most signif-
icant contributor to both the size and weight of the devices
[22]. As a consequence, developers must balance between size
and the capability for autonomous operation when designing
wearables. A majority of devices are designed with the priority
given to size and weight, and thus have minimal operation
time between recharging [23]. However, users’ expectations
continue to move toward fully autonomous devices without
recharges or other maintenance operations. To address these
demands, recent research efforts have targeted enhanced bat-
tery lifetime through improving the energy efficiency of the
devices. Significant energy costs in wearables come from
network functions, data acquiring, and processing [24]–[26].
The networking overheads of wearable devices was investi-
gated in [27], [28]. More specifically, these works considered
digital traffic generated by the wearable network in real-
time mode. Results of the study demonstrated that network
resource utilization in wearable systems is extremely low
due to signaling overheads. However, the efficiency can be
improved if an advanced data management algorithm is uti-
lized on the BAN gateway. One such algorithm was proposed
and evaluated in [29]. The reported results demonstrated
improved networking efficiency by approximately 80 percent
via the reduction in network signaling overheads, while the
performance of applications decreased negligibly. Despite the
notable improvements in networking, the energy efficiency of
the considered systems is far from optimal and has massive
potential for further improvement.
From the perspective of data processing, a drastic improve-
ment is the promise of Approximate Computing (AC) [30].
Approximate Computing is inspired by the Pareto Principle
according to which, roughly 80 percent of the effects come
from 20 percent of the causes. Regarding the wearable net-
works, this principle can be formulated in the following way:
capturing just 20 percent of the data may enable 80 percent of
the applications performance. It should be noted that the actual
percentage can be different; however, the general principle
remains the same a minority of efforts provides the majority
of results.
Wearable applications work with noisy data; thus they
are natively resilient to error [31], moreover, most of the
applications do not require extremely precise results, thus the
paradigm of an acceptable margin of error as introduced by AC
promises significant energy-efficiency gains for AH systems.
D. Reliability
Reliability issues need to be addressed long before a device
could be considered for any mission-critical application. How-
ever, the reliability and validity of existing wearable devices is
concerning. The majority of available devices are not verified
in terms of accuracy and reliability [32]. Recent tests among
wearables showed significant variations of accuracy with error
margins of up to 25 percent [33].
In addition to device reliability, but by no means less
important, is the enabling quality of server platforms. Possible
adverse effects from a cloud server failure are widely discussed
in the literature [22], [34], [35], and can be considerably
mitigated via placement optimization [36].
E. Challenges
Developing networks of nanodevices. Recent develop-
ments in nanotechnologies have enabled tiny-sized devices
with both sensor and actuator functionality. However, due to
multiple limitations, these devices are not capable of sup-
porting standard communication protocols, including medium
access control, routing, and security. Although networking
among nanodevices is widely discussed in the literature, com-
mercially available solutions have yet to be delivered, which
keeps the door open for transferring theoretical findings to the
real world.
Power supply. Emerging AH systems should fully utilize
the benefits of efficient wireless power harvesting and energy
transmission [37], as well as low energy technologies, for
reducing a users routine in its relation to the charging of
devices.
Requirements for the devices and testing specifications.
Despite, the notable progress in provisioning reliable AH
operation, there is a lack of systematic perspective on the
reliability of mission-critical IoT systems. This gap is expected
to be fulfilled by the efforts of international standardization
bodies (e.g., SG11 ITU-T) which perform extensive work
towards the standardization of unified testing procedures for
such systems.
Balancing the trade-offs between energy efficiency and
accuracy. Implementation of AC promises a reduction of
energy consumption by computing and sensing blocks of AH
systems. However, the balance between energy efficiency and
application performance should be clearly defined.
IV. CONNECTIVITY DEMANDS OF AH
The connectivity demands of AH include intra-BAN and
inter-BAN considerations and cover physical interfaces, net-
working architecture, and AH integration in emerging network
infrastructure (5G/5G+).
A. Multi-tier networking architecture
To enable the sustainable operation of AH devices,
and context-awareness, AH systems must support multi-
connectivity when operating in a multi-tier network environ-
ment (Fig.4).
Fig. 4. Integrated smart environments
Intra-BAN communications integrate all personal devices of
an individual into one network. Such a network can operate
in a distributed way or can be orchestrated by the head node
(e.g., smartphone or body gateway). The orchestrated BAN
is less reliable, because the fault of orchestrating devices
causes a disruption of the whole BAN, while in a case of
a distributed approach the network is resilient to the faults
of individual devices [38]. On the contrary, an orchestrated
BAN demonstrates better quality of service (QoS) and energy
efficiency [39]–[41].
Inter-BAN communication covers the interaction between
devices of two or more individuals. Such interaction often
relies on device-to-device communication (D2D) and is re-
quired for enabling synchronization among AH systems when
users collaborate. This type of communication is commonly
characterized by a higher temporal and spatial dynamic (e.g.,
link blockages and outages). To improve the stability of ses-
sions, the communication links can be established via assisting
robot relays, such as drones. Drones can be considered as a
part of a personal IoT ecosystem where they contribute to
sensor augmentation, providing additional information about
the environment. Simultaneously they may serve as relays
for reliable D2D communication (e.g., connection with a user
around the corner). In total, communication with infrastructure
in direct mode allows an AH to be context-aware without a
load on the mobile infrastructure. An internet connection via
the mobile network infrastructure can be used for accessing
cloud servers and other devices, which are not reachable via
D2D communication (e.g. offloading of computation to the
edge) [42].
B. Wired and wireless
Wireless interfaces allow the creation of flexible connectiv-
ity within BAN. The tree of IEEE 802.15 standards specified
wireless technologies adjusted for BAN use cases. Commonly
used wireless technologies for intra-BAN communication in-
clude Bluetooth (IEEE 802.15.1), ZigBee (IEEE 802.15.4)
and more recent WiMedia (IEEE 802.15.3) for ultra-wideband
links [22], [37]. Inter-BAN connections are enabled by Wi-Fi
(IEEE 802.11) and mobile networks (e.g., LTE, 5G NR).
Wired interfaces enable improved reliability and stable
quality of connections, which can be fundamentally important
for critical elements of AH. Moreover, wired devices (almost
unsusceptible to radio interference) reduce the problem of
the radio-noisy environment when plenty of wireless devices
are working in close proximity (ultra-dense scenario). In
addition, a wired connection can be used for an energy supply
which is a notable advantage of such systems. However, the
low flexibility of wired networks significantly limits their
utilization in AH systems. Wired connections are currently
selected exclusively for intra-BAN communication. The most
suitable niche for wired communications is related to cases
where connected devices are not expected to be moved con-
siderably in relation to each other. For example, elements of an
exoskeleton, elements of smart textile, and sensors embedded
in the skin and connected via smart tattoo.
Recent advances in inductive links and intrabody links may
establish a new branch of communication technologies for AH
systems, based on using human body tissues as a transmission
medium (e.g., molecular communication) [13], [43].
C. Increasing throughput
Initially, wireless technologies for machine type communi-
cations (interconnected devices) were developing with a focus
to low rate traffic (e.g., telemetry), and a limited density of
devices in a network. Presently, due to the reduced size of
wearables, the density of connected devices can be significant.
In addition, their services have spread far beyond simple
telemetry, and they now use media extensively (e.g., AR/VR
video services). As a result, IoT devices are generating a
notable portion of data in the network, which can be expected
to continue to increase in the future.
Supporting a high data rate among wireless wearable de-
vices, especially in dense deployment (e.g., crowded streets of
the city, stadiums) is a challenging task. The primary concern
is interference when many devices operate simultaneously. As
an alternative to an extensively employed microwave spectrum,
it is proposed to use millimeter-wave (mmWave) links [44].
Due to the higher spectrum and less interference (because of
greater signal loss at these frequencies), mmWave links are
considered as a solution for the mitigation of interference and
throughput concerns in emerging wearable networks [45].
D. Augmented Human in 5G/5G+ landscape
The connectivity challenges of AH in 5G/5G+ networks are
driven by the spontaneous forming, maintaining and termina-
tion of heterogeneous networks of AH devices, and traffic flow
balancing. Mission-critical communication has already been
deeply investigated and discussed in the literature. However,
network demands in the considered scenarios all occur in
predefined locations (e.g., manufacturing, transportation hubs,
medical facilities) [46]–[48], while network demands of AH
applications are characterized by a high degree of temporal and
spatial variations [49]. Therefore, conventional static network
planning methods are inefficient for AH and require develop-
ment of adaptive methods.
In comparison with legacy mobile networks, 5G systems
bring a considerable shift in the quality of services offering
Ultra-Reliable Low-Latency Communication (URLLC) for
delay-sensitive applications, which open new horizons for AH
applications. More specifically, the dynamic demands of AH
are expected to be addressed in 5G by utilizing mobile access
points (e.g., cell on wheels, aerial access point) and traffic
offloading on D2D mesh networks. Additionally, connectivity
of AH can be considerably enhanced by utilizing multiband
access (e.g., using sub-6 GHz and millimeter-wave bands of
5G NR simultaneously).
Nevertheless, the mission-critical services natively sup-
ported by 5G systems require standardization efforts to meet
AH demands. These efforts should result in a prioritized net-
work service of AH applications and support interoperability
between AH systems in 5G and beyond.
E. Challenges
D2D mesh networking. Secure inter-BAN multi-hop D2D
communications are required for supporting merging and
consequent splitting of AH systems employed by different
users during their collaborative activities. Merging of AH sys-
tems means the incorporation of corresponding BANs. Such
connectivity on the fly, requires robust devices identification
method, neighbors discovery, routing, automatic choice and
assignment of devices acting as a heterogeneous gateway to
connect devices with different radio access technologies. For
the last, but not least, it is essential to incentivize users to share
their resources and participate in mesh networks; otherwise,
the performance of the meshes will be very limited.
Health Concerns. Wide use of wireless wearables raises
concerns related to the effects caused by the high-frequency
electromagnetic waves on peoples health. The sensitivity of
human tissues and skin to electromagnetic radiation, as well
as long term effects caused by wireless devices, needs to be
analyzed carefully.
Enabling directional wireless communications in BAN
Directional wireless communication is extensively discussed in
the literature as a feature of emerging air interfaces operating
using high frequencies (e.g., millimeter-wave or THz com-
munication). Utilization of directional antennas in wearable
networks significantly increases the complexity of wireless
interfaces, but promising lower interference among devices
and gigabits-per-second rates (if mmWave links used) [45]. To
enable directional links in BAN, research challenges related to
beamforming techniques must be addressed [50].
Adaptive network management mechanisms. A novel sig-
naling architecture is required for capturing and predicting AH
demands, in order to enable real-time network adaptation to
varying demands of AH application and the varying available
network resource. The promising solutions for addressing this
challenge may come from the synthesis of machine learning
approach and SDN/NFV technologies.
V. SECURITY CONSIDERATIONS
Applications of AH bring security concerns to the top, as
security breaches in such enablers can have dramatic results to
both the infrastructure and the individuals who rely on them.
International standardization bodies are considering security
challenges architecturally [51]–[53]. Following this, Fig. 5
summarized in a layered manner, common security threats
relevant for AH applications.
Fig. 5. Common security threats in layered approach
A. Physical level
Attacks on the physical level may disrupt the normal op-
eration of connected devices even if the high level (MAC,
network and application) is well designed. For example radio
frequency (RF) jamming may imply interruption of wireless
communication using high power radio signals of the same
frequency as used by AH devices. RF jamming may entirely
block communication or interfere with it. The later may
exhaust batteries of wearables due to additional energy costs
required for numerous retransmissions, using higher transmit
power, idle listening, etc.
A wireless medium is essentially a broadcast one, which
makes such systems vulnerable to eavesdropping (e.g., attack-
ers may eavesdrop on ongoing transmissions and hijack the
contents or spoof the other user) [54].
B. Network and MAC levels
A significant issue of network and MAC security is caused
by a lack of robust device identification methods [54]–[56].
There are many solutions proposed for the identification [57].
These technologies can be classified into two groups: virtual
identifiers and physical identifiers. Currently, the most popular
identifiers (IMEI, MAC-address) are recorded into the memory
of the device [58], which makes them vulnerable to cloning
and tampering [59]–[62]. An alternative recently was proposed
a concept of hybrid identifier [58], which is significantly more
resilient to tampering and potentially may address the issue
of reliable device identification in the network. A reliable
identification method is required to enable the blocking of
untrusted devices on MAC and network levels which reduces
the risk of attacks based on accessing the network, including
Sybil, tampering server or client interface, spoofing (e.g., DNS,
ARP), signaling storms (redundant signaling messages), traffic
bursts (e.g., extensive request or data forwarding), and de-
synchronization.
Concerning the network level, IEEE 802.15.6 defines three
levels of security with the focus on critical applications of
BAN. According to the standard, each security level has
different properties, security levels, and data frame formats.
The lowest level of security is provided on level 0, which
employs an unsecured data frame for communication. This
level has no mechanism for data integrity, confidentiality and
privacy protection, and replay defense. The next level provides
authentication for enhancing security; however, data is not
encrypted. Thus confidentiality and privacy issues are not
addressed. Finally, the third level enables authentication and
encryption, providing maximal security. The required security
level can be selected when a new device associates BAN. The
security mechanisms proposed in IEEE 802.15.6 support both
unicast and multicast [63].
C. Application level
Software (including firmware) quality and immutability are
primary concerns at the application level. Most common
attacks exploit the vulnerabilities of software to inject ma-
licious code or logical bombs, performing DoS attacks, and
sniffing. It is worth noting that untrusted software producers
may incorporate malicious code or a logical bomb into their
application by default, which can make the user vulnerable.
Beyond this, the most successful attacks at the application
level are based on social engineering. This type of attacks
exploits users’ weaknesses, which is often much easier than
hacking a well-designed application.
D. Challenges
Software secured from social engineering attacks. Soft-
ware utilized in AH applications should be design in such
a way to a users’ actions by enabling protection from social
engineering attacks, by limiting their rights in a system. Recent
machine learning algorithms are expected to enable monitoring
and dynamic protection from social engineering attacks [64].
Standardization of requirements and testing procedures.
Security and reliability requirements for AH applications have
to be standardized to provide a validated design framework for
developers. New applications can then be considered as ready
for AH services if an appropriate testing campaign has certified
their conformity to the standard.
Device identification and validation Counterfeit devices
still have a notable share in the market. Such devices may
operate incorrectly and reduce the performance of the system
as a whole. Thus, it is especially important to provide a
robust device identification system for AH applications. Such
a system can be used for blocking counterfeit and untrusted
devices in the network which facilitates the security of the
applications.
VI. CONCLUSION
Communication technologies of the past decades notably
shaped social and lifestyle changes. Internet-related technolo-
gies accelerated lifestyle via efficient and prompt information
exchange. Currently, in the era of IoT one may observe how
connected devices have become fully autonomous, delivering
advanced services to their users. Emerging IoT applications
are facilitating human augmentation via enhanced sensing,
increased physical power, or cognitive performance. These
applications form a new area for research and development,
promising to become one of the most impactful technologies
in the foreseeable future.
This paper covered the main aspects of IoT technologies for
human augmentation and identified possible future research
directions. The topic of human augmentation is highly in-
terdisciplinary; thus, the defined challenges are not limited
to communication technologies only, and their mitigation
requires efforts in ethics, security, and natural sciences. Only
collaborative work on this topic enables real opportunities for
human wellbeing via IoT augmentation.
REFERENCES
[1] C. Xia and P. Maes, “The design of artifacts for augmenting intellect,”
in Proceedings of the 4th Augmented Human International Conference.
ACM, 2013, pp. 154–161.
[2] S. Nanayakkara, J. Huber, and P. Sridhar, “Introduction,” in Assistive
Augmentation. Springer, 2018, pp. 4–7.
[3] A. H. Maslow, “A theory of human motivation.” Psychological review,
vol. 50, no. 4, p. 370, 1943.
[4] M. Leo, G. Medioni, M. Trivedi, T. Kanade, and G. M. Farinella,
“Computer vision for assistive technologies,” Computer Vision and
Image Understanding, vol. 154, pp. 1–15, 2017.
[5] K. Sekaran, M. S. Khan, R. Patan, A. H. Gandomi, P. V. Krishna,
and S. Kallam, “Improving the response time of m-learning and cloud
computing environments using a dominant firefly approach,” IEEE
Access, vol. 7, pp. 30 203–30 212, 2019.
[6] S. Blackman, C. Matlo, C. Bobrovitskiy, A. Waldoch, M. L. Fang,
P. Jackson, A. Mihailidis, L. Nyga˚rd, A. Astell, and A. Sixsmith,
“Ambient assisted living technologies for aging well: a scoping review,”
Journal of Intelligent Systems, vol. 25, no. 1, pp. 55–69, 2016.
[7] Y. Koucheryavy, R. Kirichek, R. Glushakov, and R. Pirmagomedov,
“Quo vadis, humanity? ethics on the last mile toward cybernetic organ-
ism,” Russian Journal of Communication, vol. 9, no. 3, pp. 287–293,
2017.
[8] J. Lombardi, R. Malay, J. Schaffner, H. J. Song, M.-H. Huang, S. Pollard,
M. Poliks, and T. Talty, “Copper transparent antennas on flexible glass by
subtractive and semi-additive fabrication for automotive applications,”
in 2018 IEEE 68th Electronic Components and Technology Conference
(ECTC). IEEE, 2018, pp. 2107–2115.
[9] R. Herbert, J.-H. Kim, Y. Kim, H. Lee, and W.-H. Yeo, “Soft material-
enabled, flexible hybrid electronics for medicine, healthcare, and human-
machine interfaces,” Materials, vol. 11, no. 2, p. 187, 2018.
[10] A. D. Valentine, T. A. Busbee, J. W. Boley, J. R. Raney, A. Chortos,
A. Kotikian, J. D. Berrigan, M. F. Durstock, and J. A. Lewis, “Hybrid
3d printing of soft electronics,” advanced Materials, vol. 29, no. 40, p.
1703817, 2017.
[11] Y. M. Roshan and E. J. Park, “Design approach for a wireless power
transfer system for wristband wearable devices,” IET Power Electronics,
vol. 10, no. 8, pp. 931–937, 2017.
[12] S. R. Gutbrod, M. S. Sulkin, J. A. Rogers, and I. R. Efimov, “Patient-
specific flexible and stretchable devices for cardiac diagnostics and
therapy,” Progress in biophysics and molecular biology, vol. 115, no.
2-3, pp. 244–251, 2014.
[13] I. F. Akyildiz, F. Brunetti, and C. Bla´zquez, “Nanonetworks: A new
communication paradigm,” Computer Networks, vol. 52, no. 12, pp.
2260–2279, 2008.
[14] J. M. Jornet and I. F. Akyildiz, “Graphene-based plasmonic nano-
antenna for terahertz band communication in nanonetworks,” IEEE
Journal on selected areas in communications, vol. 31, no. 12, pp. 685–
694, 2013.
[15] J. M. Jornet and I. F. Akyildiz, “Graphene-based plasmonic nano-
transceiver for terahertz band communication,” in Proc. of 8th European
Conference on Antennas and Propagation (EuCAP). IEEE, 2014, pp.
492–496.
[16] J.-S. Moon, H.-C. Seo, K.-A. Son, B. Yang, D. Le, H. Fung, and
A. Schmitz, “Zero-bias THz detection using graphene transistors,” in
Proc. of MTT-S International Microwave Symposium (IMS). IEEE,
2015, pp. 1–4.
[17] T. Le, T. Thai, V. Lakafosis, M. Tentzeris, Z. Lin, Y. Fang, K. Sandhage,
and C. Wong, “Graphene enhanced wireless sensors,” in IEEE Sensors.
IEEE, 2012, pp. 1–4.
[18] G. Chen, T. M. Paronyan, E. M. Pigos, and A. R. Harutyunyan,
“Enhanced gas sensing in pristine carbon nanotubes under continuous
ultraviolet light illumination,” Scientific reports, vol. 2, p. 343, 2012.
[19] I. F. Akyildiz and J. M. Jornet, “Electromagnetic wireless nanosensor
networks,” Nano Communication Networks, vol. 1, no. 1, pp. 3–19, 2010.
[20] J. Kokkoniemi, J. Lehtoma¨ki, K. Umebayashi, and M. Juntti, “Frequency
and time domain channel models for nanonetworks in terahertz band,”
IEEE Transactions on Antennas and Propagation, vol. 63, no. 2, pp.
678–691, 2015.
[21] K. Yang, A. Pellegrini, M. O. Munoz, A. Brizzi, A. Alomainy, and
Y. Hao, “Numerical analysis and characterization of THz propagation
channel for body-centric nano-communications,” IEEE Transactions on
Terahertz Science and technology, vol. 5, no. 3, pp. 419–426, 2015.
[22] A. Mosenia, S. Sur-Kolay, A. Raghunathan, and N. K. Jha, “Wearable
medical sensor-based system design: A survey,” IEEE Transactions on
Multi-Scale Computing Systems, vol. 3, no. 2, pp. 124–138, 2017.
[23] T. Rault, A. Bouabdallah, and Y. Challal, “Energy efficiency in wireless
sensor networks: A top-down survey,” Computer Networks, vol. 67, pp.
104–122, 2014.
[24] M. R. Nakhkash, T. N. Gia, I. Azimi, A. Anzanpour, A. M. Rahmani,
and P. Liljeberg, “Analysis of performance and energy consumption of
wearable devices and mobile gateways in iot applications,” in Proceed-
ings of the International Conference on Omni-Layer Intelligent Systems.
ACM, 2019, pp. 68–73.
[25] J. Williamson, Q. Liu, F. Lu, W. Mohrman, K. Li, R. Dick, and L. Shang,
“Data sensing and analysis: Challenges for wearables,” in The 20th Asia
and South Pacific Design Automation Conference. IEEE, 2015, pp.
136–141.
[26] M. Javed, G. Ahmed, D. Mahmood, M. Raza, K. Ali, and M. Ur-
Rehman, “Taeo-a thermal aware & energy optimized routing protocol
for wireless body area networks,” Sensors, vol. 19, no. 15, p. 3275,
2019.
[27] R. Pirmagomedov, I. Hudoev, and D. Shangina, “Simulation of medical
sensor nanonetwork applications traffic,” in International Conference on
Distributed Computer and Communication Networks. Springer, 2016,
pp. 430–441.
[28] T. M. Behera, S. K. Mohapatra, U. C. Samal, M. S. Khan, M. Danesh-
mand, and A. H. Gandomi, “Residual energy based cluster-head selec-
tion in wsns for iot application,” IEEE Internet of Things Journal, 2019.
[29] R. Pirmagomedov, M. Blinnikov, R. Glushakov, A. Muthanna,
R. Kirichek, and A. Koucheryavy, “Dynamic data packaging protocol for
real-time medical applications of nanonetworks,” in Internet of Things,
Smart Spaces, and Next Generation Networks and Systems. Springer,
2017, pp. 196–205.
[30] Q. Xu, T. Mytkowicz, and N. S. Kim, “Approximate computing: A
survey,” IEEE Design & Test, vol. 33, no. 1, pp. 8–22, 2015.
[31] R. Pirmagomedov, M. Blinnikov, A. Amelyanovich, R. Glushakov,
S. Loskutov, A. Koucheryavy, R. Kirichek, and E. Bobrikova, “Iot based
earthquake prediction technology,” in Internet of Things, Smart Spaces,
and Next Generation Networks and Systems. Springer, 2018, pp. 535–
546.
[32] L. Piwek, D. A. Ellis, S. Andrews, and A. Joinson, “The rise of consumer
health wearables: promises and barriers,” PLoS Medicine, vol. 13, no. 2,
p. e1001953, 2016.
[33] J.-M. Lee, Y.-W. Kim, and G. J. Welk, “Track it: Validity and utility of
consumer-based physical activity monitors,” ACSM’s Health & Fitness
Journal, vol. 18, no. 4, pp. 16–21, 2014.
[34] C. Ce´rin, C. Coti, P. Delort, F. Diaz, M. Gagnaire, Q. Gaumer, N. Guil-
laume, J. Lous, S. Lubiarz, J. Raffaelli et al., “Downtime statistics
of current cloud solutions,” International Working Group on Cloud
Computing Resiliency, Tech. Rep, 2013.
[35] K. V. Vishwanath and N. Nagappan, “Characterizing cloud computing
hardware reliability,” in Proceedings of the 1st ACM symposium on
Cloud computing. ACM, 2010, pp. 193–204.
[36] A. Zhou, S. Wang, B. Cheng, Z. Zheng, F. Yang, R. N. Chang,
M. R. Lyu, and R. Buyya, “Cloud service reliability enhancement via
virtual machine placement optimization,” IEEE Transactions on Services
Computing, vol. 10, no. 6, pp. 902–913, 2016.
[37] V. Singanamalla, R. Patan, M. S. Khan, and S. Kallam, “Reliable and
energy-efficient emergency transmission in wireless sensor networks,”
Internet Technology Letters, vol. 2, no. 2, p. e91, 2019.
[38] M. Khan, A. Kumar, and B. Xie, “Stitching algorithm: A network
performance analysis tool for dynamic mobile networks,” Procedia
Technology, vol. 3, pp. 41–51, 2012.
[39] P. Rashidi and A. Mihailidis, “A survey on ambient-assisted living tools
for older adults,” IEEE journal of biomedical and health informatics,
vol. 17, no. 3, pp. 579–590, 2012.
[40] A. Ylisaukko-oja, E. Vildjiounaite, and J. Mantyjarvi, “Five-point ac-
celeration sensing wireless body area network-design and practical ex-
periences,” in Eighth International Symposium on Wearable Computers,
vol. 1. IEEE, 2004, pp. 184–185.
[41] C. C. Poon, Y.-T. Zhang, and S.-D. Bao, “A novel biometrics method
to secure wireless body area sensor networks for telemedicine and m-
health,” IEEE Communications Magazine, vol. 44, no. 4, pp. 73–81,
2006.
[42] A. Kovtunenko, M. Timirov, and A. Bilyalov, “Multi-agent approach
to computational resource allocation in edge computing,” in Internet
of Things, Smart Spaces, and Next Generation Networks and Systems.
Springer, 2019, pp. 135–146.
[43] B. Atakan, O. B. Akan, and S. Balasubramaniam, “Body area nanonet-
works with molecular communications in nanomedicine,” IEEE Com-
munications Magazine, vol. 50, no. 1, pp. 28–34, 2012.
[44] K. Venugopal, M. C. Valenti, and R. W. Heath, “Analysis of millimeter
wave networked wearables in crowded environments,” in 2015 49th
Asilomar Conference on Signals, Systems and Computers. IEEE, 2015,
pp. 872–876.
[45] K. Venugopal and R. W. Heath, “Millimeter wave networked wearables
in dense indoor environments,” IEEE Access, vol. 4, pp. 1205–1221,
2016.
[46] K. O. Olasupo, I. Kostanic, C. E. Otero, and T. O. Olasupo, “Link per-
formance modeling of wireless sensor network deployment for mission-
critical applications (underground deployment),” in 2017 16th Annual
Mediterranean Ad Hoc Networking Workshop (Med-Hoc-Net). IEEE,
2017, pp. 1–7.
[47] N. Brahmi, O. N. Yilmaz, K. W. Helmersson, S. A. Ashraf, and
J. Torsner, “Deployment strategies for ultra-reliable and low-latency
communication in factory automation,” in 2015 IEEE Globecom Work-
shops (GC Wkshps). IEEE, 2015, pp. 1–6.
[48] A. Orsino, A. Ometov, G. Fodor, D. Moltchanov, L. Militano, S. An-
dreev, O. N. Yilmaz, T. Tirronen, J. Torsner, G. Araniti et al., “Effects of
heterogeneous mobility on d2d-and drone-assisted mission-critical mtc
in 5g.” IEEE Communications Magazine, vol. 55, no. 2, pp. 79–87, 2017.
[49] G. Wang, G. Feng, S. Qin, and R. Wen, “Efficient traffic engineering
for 5g core and backhaul networks,” Journal of Communications and
Networks, vol. 19, no. 1, pp. 80–92, 2017.
[50] O. Galinina, A. Pyattaev, K. Johnsson, A. Turlikov, S. Andreev, and
Y. Koucheryavy, “Assessing system-level energy efficiency of mmwave-
based wearable networks,” IEEE Journal on Selected Areas in Commu-
nications, vol. 34, no. 4, pp. 923–937, 2016.
[51] I. Recommendation, “Security architecture for systems providing end-
to-end communications,” 2002.
[52] X. Zhang, A. Kunz, and S. Schro¨der, “Overview of 5g security in
3gpp,” in 2017 IEEE Conference on Standards for Communications and
Networking (CSCN). IEEE, 2017, pp. 181–186.
[53] R. P. Jover and V. Marojevic, “Security and protocol exploit analysis of
the 5g specifications,” IEEE Access, vol. 7, pp. 24 956–24 963, 2019.
[54] F. Hussain, L. Ferdouse, A. Anpalagan, L. Karim, and I. Woungang,
“Security threats in m2m networks: A survey with case study,” COM-
PUTER SYSTEMS SCIENCE AND ENGINEERING, vol. 32, no. 2, pp.
117–135, 2017.
[55] A. Paranjothi, M. S. Khan, and M. Nijim, “Survey on three components
of mobile cloud computing: offloading, distribution and privacy,” Journal
of Computer and Communications, vol. 5, no. 06, p. 1, 2017.
[56] S. A. Salehi, M. A. Razzaque, I. Tomeo-Reyes, and N. Hussain, “Ieee
802.15.6 standard in wireless body area networks from a healthcare point
of view,” in 2016 22nd Asia-Pacific Conference on Communications
(APCC), Aug 2016, pp. 523–528.
[57] M. G. Samaila, J. B. Sequeiros, M. M. Freire, and P. R. Ina´cio, “Se-
curity threats and possible countermeasures in iot applications covering
different industry domains,” in Proceedings of the 13th International
Conference on Availability, Reliability and Security. ACM, 2018, p. 16.
[58] S. S. Vladimirov, R. Pirmagomedov, R. Kirichek, and A. Koucheryavy,
“Unique degradation of flash memory as an identifier of ict device,”
IEEE Access, vol. 7, pp. 107 626–107 634, 2019.
[59] S. P. Rao, S. Holtmanns, I. Oliver, and T. Aura, “Unblocking Stolen
Mobile Devices Using SS7-MAP Vulnerabilities: Exploiting the Re-
lationship between IMEI and IMSI for EIR Access,” in 2015 IEEE
Trustcom/BigDataSE/ISPA, vol. 1, Aug 2015, pp. 1171–1176.
[60] I. Gepko, “General requirements and security architecture for mobile
phone anti-cloning measures,” in IEEE EUROCON 2015 - International
Conference on Computer as a Tool (EUROCON), Sept 2015, pp. 1–6.
[61] S. Vaidya and K. J. Christensen, “A single system image server cluster
using duplicated MAC and IP addresses,” in Proceedings LCN 2001.
26th Annual IEEE Conference on Local Computer Networks, Nov 2001,
pp. 206–214.
[62] A. Cherchali, M. J. Gudelis Jr, W. G. Lester, and R. J. McLaughlin,
“Technique for automated MAC address cloning,” Sep. 1 2015, US
Patent 9,124,474.
[63] K. S. Kwak, S. Ullah, and N. Ullah, “An overview of ieee 802.15. 6
standard,” in 2010 3rd International Symposium on Applied Sciences in
Biomedical and Communication Technologies (ISABEL 2010). IEEE,
2010, pp. 1–6.
[64] R. Heartfield and G. Loukas, “A taxonomy of attacks and a survey
of defence mechanisms for semantic social engineering attacks,” ACM
Computing Surveys (CSUR), vol. 48, no. 3, p. 37, 2016.
